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PART ONE:

THE NSA / SNOWDEN REVELATIONS
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The Top Secret Network of Government and its Contractors Reset to full view
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THE NSA'S SPY NETWORK

ONCE IT'S OPERATIONAL, THE UTAH DATA CENTER WILL BECOME, IN EFFECT, THE NSA’S CLOUD.
THE MASSES OF COLLECTED DATA, FED FROM ACROSS THE NETWORK, WILL THEN BE ACCESSIBLE
TO THE NSA'S CODE BREAKERS, DATA-MINERS, CHINA ANALYSTS, COUNTERTERRORISM SPECIAL-
ISTS AND OTHERS WORKING AT ITS FORT MEADE HEADQUARTERS AND AROUND THE WORLD. HERE'S
HOW THE DATA CENTRE APPEARS TO FIT INTO THE NSA’S GLOBAL PUZZLE. JB
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NSA GEORGIA
Fort Gordon,

Augusta, Georgia

DOMESTIC
LISTENING POSTS

A
I
OVERSEAS
Buckley Als Force
Base, Colorado LISTENING POSTS
S/
MULTIPROGRAM RESEARCH
FACILITY
Y Oak Ridge, Tennessee

NSA HEADQUARTERS
Fort Meade, Maryland

> ‘ WHITE HOUSE, CIA, PENTAGON |

1. GEOSTATIONARY
MONITORING
SATELLITES

Four satellites monitor
frequencies carrying
everything from walkie-
talkies in Libya to radar
systems in North Korea.
Onboard software acts as
the first-stage filter.

2. AEROSPACE DATA
FACILITY, BUCKLEY
AIR FORCE BASE

Intelbgence is relayed

to this facility outside
Denver, About 850 NSA
employees track the
satellites, transmit target
information and download

the inteligence haul.

3. NSA GEORGIA,
FORT GORDON
AUGUSTA, GA

Focuses on intercepts
from Europe, the Meddie
East, and North Africa,
Codenamed "Sweet

Tea", the facility is being
massively expanded, due
for completion in 2013,

4. NSA TEXAS,
LACKLAND AIR
FORCE BASE

Focuses on intelligence
intercepts from

Latin America and,
since 9/11, the Middle
East and Europe.

Some 2,000 workers
staff the operation.

5. NSA
HAWAIL,
OAHU

Focuses on intercepts
from Asia. Built to house

2 WWl aircraft assembly
plant, its 23,000m" bunker
is nicknamed “The Hole™

A 21,000m’ above-ground
facility was recently added.

6. DOMESTIC
LISTENING
POSTS

After 9/11, the NSA
installed taps in US
telecom “switches’,
QaiNing access to domestic
traffic. An ex-NSA official
says there are ten to 20
such installations.

7. OVERSEAS
LISTENING
POSTS

According to one source,
the NSA has installed

taps on at least a dozen
overseas communications
links, each capable of
cavesdropping on any
information passing by.

8. UTAH DATA
CENTER,
BLUFFDALE, UTAH

At 92,000m’, this $2 billion
digital storage facility
outside Salt Lake City will
be the centerpiece of the
NSAS cloud-based data
strategy and essential to
decrypting documents,

9. MULTIPROGRAM
RESEARCH
FACILITY,TN

Some 300 sclentists and
computer engineers with
top security clearance toil
here, building the world's
fastest supercomputers
and working on secret
cryptanalytic applications.

10. NSA
HEADQUARTERS,
FORT MEADE, MD

Where material stored

at Bluffdale will be
analysed for reports and
recommendations that are
sent to policymakers. The
NSA is also building an
$896m supercomputer here
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Who is the Internet?

e 2.5 billion Internet connected

® North Americaand Europe > 33% of
Internet Users

o Asia >45% - only 6th inpenetration
¢ 2/3'under twenty five years of age
® 4 of 6 billion‘mobile’ phones in
developing world






PART TWO:

THE CONSEQUENCES



ationalization of Cyberspace

Ll - 3 2ol

- A -

l’ ’ . /“" .. L ——

Bon A | P - (.






"We built it here,
and it was
quintessentially
American,” he said,
adding that
partially due to
that, much of
traffic goes through
American servers
where the

government
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Number of Internet Exchange Points per country, September 2013
4 5 67 8 9 1012141617 212387

Hal! of all the world's countries have
no Internet exchange points at al
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2. Int’l Legitimization of Nationalization




2. Int’l Legitimization of Nationalization




3. Home-Grown and DIY NSA’s




3. Home-Grown and DIY NSA’s

kKing GhostNet:

“yber Espionage Network

Information Warfare Monitor
March 29, 2009

O TheSecDevGroup

http://www.infowar-monitor.net/ghostnet




3. Home-Grown and DIY NSA’s

_ x Tracking GhostNet:
Selected GHOSTNET Infections s ¢

a Cyber Espionage Network

L — -

ASEAN
Associated Press
Deloitte and Touche
United Nations
Embassy of India, US
Taiwan Stock Exchange
Ministry of Foreign Affairs, Iran
Dept of Foreign Affairs, Indonesia
Embassy of Indonesia, China
High Commission of India, UK

Prime Minister's Office, Laos

Information Warfare Monitor
March 29, 2009

fi s UNIVERSITY OF TORONTO
%8 \[UNK CENTRE
FOR INTERNATIONAL STUDIES]

http://www.infowar-monitor.net/ghostnet
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From: "campaigns@freetibet.org" <campaigns@freetibet.org>

Date: 25 July 2008

Subject: Translation of Freedom Movement ID Book for Tibetans in Exile
Translation of Freedom Movement ID Book for Tibetans in Exile.

Front Cover

Emblem of the Tibetan government in Exile

Script: Voluntary Contribution into common fund for Tibetan Freedom Movement
Inside Cover

Resolution was passed in the preliminary general body meeting of the
Tibetan Freedom Movement held on July 30, 1972 that the Tibetan
refugees in exile would promise for each individualéa€™s share of the
voluntary contribution into the Tibetan Freedom Movement Receipt book.
This resolution was later reaffirmed by the 11th Tibetan Peoplea€™s
Deputies and passed into the law on April 01, 1992 (Tibetan King Year
2119)

Until the last page of this book is used, the book stands valid until
Augqust 15, 2012

Date: August 16, 2008
Emblem of the Tibetan Government in Exile
Official Signature

Attachment: Translation of Freedom Movement ID Book for Tibetans in Exile.doc
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4. Growing Market for Tools of Repression

T
TeleStrategles

= ISS World MEA =

Intelligence Support Systems for Lawful Interception,
Criminal Investigations and Intelligence Gathering
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Some Devices Wander By Mistake: PLANET BLUE COAT REDUX

Blue Coat on Public Networks

Country of Special Concern C('_)f[ o'Ilvoire SVl(lA Suoan lran ’lo’.‘t Leader: mg‘l MUQUB-BORQ
Probable contravention of May contravene US Probable contraven Technical Leads: Collin Anderson &
US sanctions sanclions tion of US sanctionrs Jakub Dalek
Legal / Policy Leads: Sarah McKune &
John Scott-Railton
Writing & Analysis Support: Adam
Senft & Ron Deibert
Additional Research Assistance:
Matthew Carrieri, Saad Khan & CL Staff
Map: John Scott-Railton

Only PacketShaper
Both PacketShaper and ProxySG ’
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Bloom berg OurCompany = Professional = Anywhere Search News, Quotes and Opinion

HOME QUICK BRISVEE OPINION MARKETDATA PERSONALFINANCE TECH POLITICS SUSTAINABILITY TV VIDEO RADIO

GET THE PERSONAL FINANCE

Spyware Leaves Trail to Beaten Activist NEWSLETER; WEALTH WATCH.  SoN UP>
Through Microsoft Flaw

By Vernon Siiver - Oct 10, 2012 3:28 AM ET

|HEADLINES MOST POPULAR RECOMMENDED

PR U.S. Stocks Climb as Office Depot Rallies on Merger
n ‘_\ ﬂ Q@+ | = 3COMMENTS + QUELE | | & | |4 Talks -

Obama Pressures Congress for Deal to Avert
Automatic Cuts +

SAC’s Cohen May Face SEC Suit as Deposition Hurts
Case -

Obama’'s Deficit Commission Leaders Offer New Debt
Plan -

Homebuilder Confidence in U.S. Unexpectedly Fell in
February -

Hamilton Says Ex-Rider Infused His Blood on 2002
Tour de France +

More News >

Advertisement

Most Popular On
Businessweek com

A Chinese Hacker's Identity Unmasked

First Came the Russian Meteor, Now the Meteorite
Deals

Pro-democracy activist Ahmed Mansoor unwittingly downloaded spyware that seized on a flaw in the The Worst CEOs of 2012
Microsoft Corp. program to take over his computer and record every keystroke.

The Antivirus Industrv's Dirtv Little Secret



e FOrwarded Message =

From: Melissa Chan <melissa. aljazeera@@gmall.com>
To:

Sent: Tuesday, 0 May 2012, 8:52

Subject: Torlure reports on Nabeel Rajab

Acting president Zamab Al Khawaja for Human Rights Bahrain reports of torture on Mr. Nabeel Rajab after
his recent amrest.

Plcasc check the attached detalled report along with torture images.
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FINFISHER SCAN

These are the results of scanning from DATE to DATE for known
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YOU ONLY CLICK TWICE: FNFSHER'S GLOBAL PROLIFERATION

ALUTHORS: MORGAN MARQUIS-BOIRE & BILL MARCZAK
MAP. JOHMN SCOTT-RAILTON



The Technology

NetApp Inc. and Hewlett-Packard Co. g

gar to Syna. Blue Coat
Systems Inc., McAfee Inc. and NetApp pr

oducts to Tunisia.

Nokia Siemens Networks to Iran and Tunisia.

| )
- -

Ericsson AB mobile-positioning gear to
Iran.

ETI A/S data interception gear to Tunisia.

AdaptiveMobile Security Ltd. message
retrieval/storage to Iran.

United K . . S e e

Creativity Soﬁwme Ltd. location tracking
gear to Iran.

i "'l il - . e e e e e e e e e e e e e e o oo Y e
Qosmos SA scanning probes to Syria. Amesys
technology to Libyz

e~

The former Siemens AG business now known as
Trovicor GmbH to nations including Egypt, Syria,
Tunisia, Yemen, Bahrain, Morocco ar‘ Pakistan
Utimaco Safeware AG to Tunisia, Syna.

Area SpA headed installation in Syria that was
cancelled in H:-.'c mber.

The Victims

The Buyers

- - Syria
. A system being installed under the
7 direction of ”"'lar intelligence agents
/,,/ would have ntr:r“,:at;; scanned and
P cataloged virtually every e-mail through
A Syria.

Iran

Even as Iran pursued a brutal political
crackdown, including arrests and
executions surrounding its contested
2009 elections, companies supplied it
with location tracking and text-message
monitoring equ ment that turn mobile
phones into tools for surveillance.

Bahrain

Computers loaded with Western-made
surveillance software generated transcripts
wielded in the interrogations of scores of
detainees.

. RN e s s i Tunisia

Aided directly and indirectly by American and European
suppliers, the Tunisian govemment took control of virtually all

the country's electronic communications, even changing the
content of e-mai s in transit

Source: the Bloomberg series Wired For Repression.



http://topics.bloomberg.com/wired-for-repression/
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PART THREE:

QUO VADIS?









INIERNE]

NO ONE PERSON, COMPANY, ORGANIZATION OR GOVERNMENT RUNS THE INTERNET.

The Internet itself is a globally distributed computer network comprised of many voluntarily interconnected autonomous networks.
Similarly, its governance is conducted by a decentralized and international multistakeholder network of interconnected autonomous groups drawir

from civil society, the private sector, governments, the academic and research communities, and national and international organizations. They
cooperatively from their respective roles to create shared policies and standards that maintain the Internet’s global interoperability for the public ¢
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rotocols, applications, architecture ociety & Internet many more. ¢ Sotus -
Users, the Private Sector, b3 or axample, by focusing on issues o
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