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“In almost every issue of weekly 
[Computerworld] is an article 
detailing a case of computer 
fraud, embezzlement or 
sabotage (…). Over 100 different 
articles from mid 1971.”

 
1. P. Browne, Computer security: a survey, ACM SIGMIS, vol. 4/3, 1972
2. A. Westin, Databanks in a free society; computers, record-keeping, 

and privacy, New York: Quadrangle Books 1972.



  Socio-technical Change

FBI/NSA: 
“GOING DARK”

THE CRYPTO WARS









“The most powerful FBI surveillance 
software can covertly download files, 
photographs and stored e-mails, or 
even gather real-time images by 
activating cameras connected to 
computers, say court documents and 
people familiar with this technology.”



Plausible deniability is gone. We know: 

“It’s happening”
“It’s increasing”
“It’s problematic” 



Today’s talk about ‘Western’ Governments: 

How to understand their hacking efforts? 
How to respond to them?

Goal: co-create an agenda for
research, policy and activism

 



TODAY: NOT DIRECTLY ABOUT..

Check at the fantastic Citizen Lab: https://citizenlab.org/ 

History of dual-use regulation / Great work being done / Easy to condemn for hegemons

https://citizenlab.org/


OUTLINE

Hacking Cases by ‘Western’ Governments

11+ Problems with Government Hacking 

A Constitutional Right to IT-Security? 
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Magistrate Judge Smith, Apr. 2013, turns 
the FBI hacking request down:

1. Identity and location of device owner not known
2. Search for and of computer 
3. 4th Amendment video surveillance criteria not met

NB. Prof. Donahue (Georgetown): 
dozens of cases from California to New York
sealed, no public scrutiny



BUNDESTROJANER



German Constitutional Court:
2008 'Online Durchsuchung' CaseBUNDESVERFASSUNGSGERICHT



German Constitutional Court:
2008 'Online Durchsuchung' Case

REVERSE ENGINEERING
GOVERNMENT MALWARE



3 Cases of Government Hacking

1. Law Enforcement Investigation

2. Botnet prosecution and mitigation 

3. Ubiquitous Intelligence Gathering



BREDOLAB



not encrypted, not signed!!
- Insert vulnerabilities, fx. phishing / new botnet

FOIA
SOURCE CODE 
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1

no reliable data 



2

no clear separation
wiretap/search



3

with lies, and no laws 
oversight is hard



4

insecure malware 
infosecurity disaster 



5

hacking creates bad 
security incentives 



6

scope undebated: 
user / device / router / 

isp / botnet / world



7

jurisdiction: within / 
across borders?



8

geopolitical tension: 
cybercrime convention



9

constitution: protection 
across borders?



10

parallel construction: 
NSA hack – FBI arrest



11

hacking necessary? 
utopia: undercover job



GOVERNMENT HACKING 
HYDRA

For every apparent benefit, a problematic policy issue emerges
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BUNDESTROJANER



German Constitutional Court:
2008 'Online Durchsuchung' CaseCONSTITUTIONAL COURT

GERMANY



According to BVerfG, NJW 2008, 822 (849).

• IT-systems particularly sensitive
• Separates systems, communication, data
• Systems deserve particular protection

• We structure our life 
• All-stop-shop for government access 

• Network, 'cloud‘ exacerbates privacy intrusion
•  3rd parties & data centralised 

• Hacking IT violates core of privacy, personality
• Beyond 'Communication', Beyond the Home



Human Right: 
Confidentiality & Integrity IT-Systems

• Broad scope: general storage device
• Internet of Things, ‘Cloud’, RAM 
• Not on public device, but also on public wifi
• Regardless of technical expertise user

• Integrity: manipulation of data also covered

• Not absolute, but strictest legal criteria
• Stricter than house search

• But:  ‘Foundations of the State’
• And: ‘Prevention’ with ‘High Probability’

• Core of private life cannot be restricted
• If such data found, immediate deletion!

Source: http://www2.law.ed.ac.uk/ahrc/script-ed/vol6-1/abel.asp 

http://www2.law.ed.ac.uk/ahrc/script-ed/vol6-1/abel.asp


EUROPEAN COURT OF HUMAN RIGHTS          
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RESEARCH



ROOT CAUSES OF CYBERCRIME?
GAME THEORY: LARGE SCALE VULNS

 



HUMAN RIGHT IT-SECURITY:
AGAINST COMPANIES? 



POSITIVE HUMAN RIGHT 
TO IT-SECURITY? 





“consider the Trojan 
itself as a digital 
police officer, subject 
to the same 
restrictions but also 
powers that its 
physical counterparts 
posses.”

ARTIFICIAL INTELLIGENCE ETHICS

Source: http://www2.law.ed.ac.uk/ahrc/script-ed/vol6-1/abel.pdf 



POLICY



“We Must Do Something. 
Hacking Is  Something. 

Therefore, We Must Do It”



DEMAND RELIABLE DATA FOR
INFORMED POLICYMAKING

“As a striking example, the botnet behind a 
third of the spam sent in 2010 earned its 
owners around US$2.7m, while worldwide 
expenditures on spam prevention probably 
exceeded a billion dollars. We are 
extremely inefficient at fighting cybercrime”

http://weis2012.econinfosec.org/papers/Anderson_WEIS2012.pdf 

http://weis2012.econinfosec.org/papers/Anderson_WEIS2012.pdf


Just Weeks Ago: UTOPIA (undercover job)

ALTERNATIVES TO HACKING?



TECHNOLOGY-SPECIFIC 
SURVEILLANCE LAWS

SURVEILLANCE LAW 
NOT TECHNOLOGY-NEUTRAL





REAL OVERSIGHT NEEDED



GAME THEORY:
ESCALLATION







CHALLENGES DISARMAMENT
(ALONG WITH ATTRIBUTION PROBLEM)

BUT NEEDED, ALONG WITH DUAL USE TRADE RESTRICTIONS



ACTIVISM



REVERSE-
ENGINEERING

TRACEROUTES
PORT SCANS

CONFERENCES
WHAT’S GOING ON?



FACT-FINDING:
 FOIA MALWARE
UNSEAL CASES

ROLE INDUSTRY
FIND WHISTLE-

BLOWERS

OPPOSE LAWS
11+ PROBLEMS 
ALTERNATIVES



WARNING FOR DANGEROUS DYNAMIC
HUMAN RIGHT TO LEGITIMIZE HACKING
POST-SNOWDEN: “LAWFUL / AUTHORIZED”



DEVELOP RICH VOCABULARY:
“BUNDESTROJANER” / “SABOTAGE”

DON’T ASSUME ‘TARGETTED 
SURVEILLANCE’ IS MORE OKAY:

“ALL VPN CONNECTIONS 
ORIGINATING IN A COUNTRY”

NEVER USE ‘CYBERSECURITY’:
IT’S A MILITARY CONCEPT
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